Ipunoxenne Ne2. UndpopmannoHHasi NaMATKA IS 00yYAOIIKUXCS /151 pa3MellleHus Ha
opunuanbubIx UHTEpHET-pecypcax

C KaXIIbIM TOJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKU OJIHU U3
CaMbIX aKTUBHBIX Ioib30BaTenedl PyHera. Mexay TeM, NMOMHUMO OTIPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpOOJIeMbl. DTa MaMsTKa JO/DKHA MTOMOYb Tebe Oe30IacHo
HaXOJUTHCS B CETH.

Komnviomepnvie eupycoi

KoMmmbploTepHslii  BUPYC — 3TO  pPa3HOBUJHOCTb  KOMIIBIOTEPHBIX  IIPOTPAMM,
OTIIMYUTEILHOW OCOOCHHOCTBIO KOTOPOW SIBJISIETCS CIOCOOHOCTh K  pa3MHOXKeHHto. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJHOCTBIO YHUYTOXUTH BCE (ailiibl u
JaHHbIE, MOJKOHTPOJIBHBIE MOJIb30BATEI0, OT UMEHH KOTOPOro OblIa 3amylieHa 3apakéHHas
IporpaMma, a TakKe MOBPEAUTH WIN JIaKe YHUUYTOXKUTh ONEPALMOHHYIO CHUCTEMY CO BCEMHU
daitnamu B 11enioM. B 601bIIMHCTBE CllydaeB pacipOCTPAHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTo/bl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpamMM:

1. Hcnonb3yll coBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOINE CEPhEZHBIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX IIPOTPAMM;

2. TlocrosiHHO ycTaHaBiaMBal mauTH (UU(PPOBBIE 3AIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBJIMBAIOTCS C LEJbIO JOPAOTKU MpOrpaMMbl) U JApyrue OOHOBIEHHUS CBOEH
OTIepaIMoOHHOM cucTeMbl. CKauMBai UX TOJIBKO ¢ OUITMAIIBHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT pexuM aBTOMaTHYECKOT0 OOHOBIIEHUS, BKIIIOUYH €I0;

3. Paboraii Ha cBOeM KOMITbIOTEpE TOJ] TPaBaMH IIOJIb30BATENs, & HE aIMUHHUCTPATOPA.
OTO HE MO3BOJIUT OOJBLIIMHCTBY BPEJOHOCHBIX IMPOrpaMM HHCTANIUPOBAThCA Ha
TBOEM MEPCOHATILHOM KOMITbIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE NPOrPAaMMHBIE MTPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3MUECKUil JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Hcnonp3yii BHENIHME HOCUTENN HHPOPMAITUH, TaKue Kak (iemrka, TucK win (ain u3
MHTEPHETA, TOJIbKO U3 MPO(EePEeHHBIX HCTOUHUKOB;

7. He orkpbiBail koMIblOTEpHbIE (haiiibl, MOJYYEHHbIE U3 HEHAJEKHBIX MCTOUYHUKOB.
Haxe T1e (hailnbl, KOTOpble HpUCIad TBOM 3HaKOMbIM. Jlydmie yTrouHu y Hero,
OTIIPaBJIsUI JIU OH Te0e HX.

o

Cemu WI-FI

Wi-Fi - 3T0 He BHJ mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpeH I, Mapka. Ere
B 1991 roay Huzaepnanjackas xommaHus 3apeructpupoBana opens «WECAy, uro o6o3Haydano
cinoBocodetanue «Wireless Fidelity», KOTOpbIN TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTH.

Jlo Hamiero BpeMeHM JolIa Apyras abOpeBuaTypa, KOTOpas SBISETCA TaKOW ke
TexHosoruei. Oto abopeBuatypa « Wi-Fi». Takoe Ha3BaHUEe ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIINH 3BYKOBOM TexHuKkH Hi-Fi, uTo B mepeBosie 03HaUaeT «BbICOKAsI TOUHOCTHY.

Ha, GecriiaTHBI MHTEPHET-AOCTYI B Kade, OTeNnsX U a’ponopTrax SBISETCS OTIMYHOM
BO3MOXKHOCTBIO BbIX0/1a B MHTepHEeT. Ho MHOTHE AKCHEepTHl CYUMTAIOT, YTO 001Ie10cTynHble Wi-

Fi cetn He aBiasroTcs OE30MaCHBIMU.

Cogertsl 110 6e30macHOCTH paboTe B 00IIeJ0CTYHBIX ceTsax Wi-fi:
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He mnepenaBaii cBoro nuuHyro uH(popmanuio udepe3 obmenocrynHsie Wi-Fi cerw.
Paborast B HHX, )KenaTeabHO HE BBOJIUTH MAPOJIM JOCTYyMNA, JOTMHBI M Kakue-TO
HOMEPA;

Hcnonb3yit 1 0OHOBIIANH aHTUBUPYCHBIE NPOrpaMMbl M Opanamayep. Tem caMbIM Thl
obe3omacuib cedst OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

IIpu ucnonp3zoBanuu Wi-Fi otkmoun ¢yHkmmio «OO0mwuil goctyn k dainam u
npuntepam». JlanHas (QYHKIUS 3aKphiTa [0 YMOJYaHHUIO, OIHAKO HEKOTOpHIE
I10JIb30BaTEIM aKTUBUPYIOT €€ AJ1s yA00CTBa HCIOJIb30BaHus B paboTe miu yueoe;

He ucnone3yit nyOnuunsiii WI-FI anst mepenayn NTUYHBIX JaHHBIX, HampuMep s
BBIX0/1a B COLIMAJIbHBIE CETU WJIU B 3JIEKTPOHHYIO MOUTY;

Nnonp3yit Tonpko 3amuiueHHoe coeauHenue uyepes HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbHOM Tenepone otkmoun  QyHkumioo  «[lopkmouenne k- Wi-Fi
aBTOMaTHuyeckn». He nomyckail aBTOMaTHUECKOT0 MOJKIIOYEHUS YCTPOHCTBA K CETSAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

ConuasibHble CETH aKTMBHO BXOJST B Hallly H3Hb, MHOTHE JIOAM PabOTAIOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUJUIMAP]] YEIOBEK, UYTO SIBJISETCS OJHOM
CeIbMOW BCEX JKUTENIEH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHUMAIOT, 4TO WH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJileHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMu HaMEPEHHUSIMHU.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH B COIMAJIBHBIX CCTAX!

1.

2.

Orpanuub Ccnucok apyseid. Y TeOss B ApPY3bAX HE JODKHO OBITh CIYYallHBIX U
HE3HAKOMBIX JIFOJICH;

3amumiail cBO 4YacTHYIO kH3Hb. He ykasbiBail mapomnu, TeiaedoHBI, aapeca, IaTy
TBOETO POXIEHUSA M JPYIyH0 JUYHYIO HHPOpMalUIO. 3JIOYMBIIUIEHHUKH MOTYT
UCIONIb30BaTh JakKe MH(OpPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETEe
MPOBECTU KAHUKYJIBI;

3amuimiai CBOI penyTaiuio - IepKH €€ B YUCTOTE U 3a/7aBail cebe BOMpOC: XOTel Obl
TBI, YTOOBI JAPYTHE MOJIb30BATEIN BUJIETH, YTO ThI 3arpyxaemb? [logymaii, mpexiae
9YeM YTO-TO OMYyOJIMKOBATh, HAMTUCATh U 3arPY3HTh;

Ecau TeI TOBOpHIIB € JIIOJBMH, KOTOPBIX HE 3HACIlb, HE MCIIONB3YH CBOE peajbHOE
UMs U JIpYTYI0 JTUYHYI0 WHGOpMAIMU: HMS, MECTO XKUTEIbCTBA, MECTO Y4eObl U
npouee;

N3zberaii pazmemienus ¢otorpaduii B IHTEpHETE, T1E THI N300payKEH Ha MECTHOCTH,
10 KOTOPOI MOKHO OTIPEIETUTH TBOE MECTOIIOIOKEHNUE;

[Ipu peructparuu B COIMAIBLHON CETH HEOOXOAUMO UCTIOIB30BaTh CIOXKHBIE MTAPOIIH,
cocrosime u3 OyKB U UPP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEe §;

JlJis conlManbHOM CeTH, MOUTHI U APYTUX CAWTOB HEOOXOAMMO HCIONIH30BATh Pa3HBIC
naposid. Torga ecnu Te€0s B3IOMAIOT, TO 3JIOYMBIIIJICHHUKH TOTYYaT TOCTYI TOJHKO
K OJJTHOMY MECTY, a HE BO BCE Ccpa3y.

OnexmponHvle OeHbeu

3J'ICKTpOHHBIe JACHBI'M — OTO OYCHb y,Z[O6HBII>'I CII0c00 nnaTexceﬁ, OIHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYUYNUTH O9TU ACHBI'U.

QHGKTpOHHBIe JCHBI' IIOABHJIMCH COBCEM HE€IAaBHO W HMCHHO H3-3a 3TOI'0O BO MHOI'MX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO PO HUX B 3aKOHAX.
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B Poccun sxe onn pyHKIHOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJIE UX pa3dessioT
Ha HECKOJIbKO BHUJIOB — AHOHMMHbBIC U HE aHOHUMHBIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€,
B KOTOpBIX pa3peliaercs HPOBOAWTH omepanuu 0e3 HASHTHU(PHUKAUHU I[OJb30BaTeNs, a B
HEaHOHUMHBIX UACHTU(DUKAIINH MTOJIb30BATENIS SBISICTCS 0053aTeIBLHOM.

Taxoke cieayer pa3nnyarh 3JEKTPOHHBIE (UATHBIC JEHBIH (paBHBI rOCYJAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(HUATHBIE IEHBI'H (HE paBHbBI TOCYJAapCTBEHHBIM BaJlIOTaM).

OcHOBHbIE COBETHI 110 0€30I1aCHOI paboTe ¢ IEKTPOHHBIMU JI€HbIaMHU:

1. TlpuBsku K cyeTy MOOMIBHBINA TenedoH. DTO camblil yIOOHBIH U OBICTPBIA CIIOCOO
BOCCTAHOBUTh AOCTYN K cueTy. IlpuBs3aHHbIi TeneoH MOMOXET, eciau 3aldynerb
CBOU IUIATEKHBIN MapoJib WK 3aiJE1Ib HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Ucnonw3yih ogHopaszoBble mapoiu. [locie mepexoja Ha YCHMJIEHHYIO aBTOPH3ALMIO
Tebe yxKe He OyAeT yrpokaTh ONACHOCTh KPa)kKH MIIM TIepeXBaTa IIATeKHOTO TapoJis;

3. Bribepu cnoxublii napoisib. IlpecTynmHukam OyaeT He MPOCTO yrajaTh CIOXKHBIN
napoib. HaznexHble mapoaum — 3To MapoJid, KOTOpPBIE COiepKaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbIE U MPONUCHBIE OYKBBI, IIU(PPBHl U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jlojuiapa, pyHTa, BOCKIHMIATEeIbHbIN 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIELb.

9ﬂ€Kmp0HHaﬂ noima

DNEeKTPOHHAs M0YTa — 3TO TEXHOJIOTHUS U MPEIOCTABISIEMbIE €0 YCIYTH I10 MEePEChUIKE U
MOJYYCHUIO DIIEKTPOHHBIX COOOIIEHHH, KOTOpPBIC PACHPEACISIOTCS B KOMIBIOTEPHOW CETH.
OOBIYHO ~ DNIEKTPOHHBI  MOYTOBBIM  SIIMK  BBIVISIIUT — CHEAYIOUIMM  o0pa3oMm:
UMs_TIOJIb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme Tepefadyd MpOCTOro TEKCTa, HMEeTCs
BO3MOYKHOCTb IepeiaBaTh (paiiibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBHIIbHBIN OUTOBBIN cepBUC. B MHTEpHETE €cTh OrpOMHBIN BBIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4lle JOBEPSTh TEM, KOTO 3HAClIb U KTO
IIEPBBII B PEUTHHTE;

2. He yxaspiBaii B IM4HOIN moure nuuHyo MHGOpmManuio. Hanpumep, snyurie BeIOpaTh
«MY3BIKATBHBIA _(haraT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TalHYO aBTOPU3ALMIO0. DTO KOT/Aa TOMUMO MapoJisi HY>)KHO BBOJUTD
KOJI, IpHUChIIaeMbIil o SMS;

4. Boibepu cioXHBIM maposb. [ KaXAOro MOYTOBOIrO SIIMKA JOJDKEH OBITH CBOH
HAaJIeXKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HamucaTh CaMOMY CBOW JIMYHBIN BOIPOC, UCHONB3YH 3Ty
BO3MOKHOCTB;

6. Vcnonp3ylh HECKOJBKO MOYTOBBIX SIIUKOB. IIepBbI 11 YacTHON MEpenucku c
aapecaraMM, KOTOPBIM Thl JOBEpsi€llb. OJTO DJJEKTPOHHBIM aapec He Halo
MCIOJIb30BaTh MPH PETUCTPALIMH HA popyMax U caifTax;

7. He otkpbiBail ¢aibl U Jpyrue BIOXKEHHUS B MHUCbMax Ja)Xe €ClId OHU MPUIUIU OT
TBOMX Jpy3ei. JIyulie yTouHH y HUX, OTIIPABIISUIM JIM OHU TeOe 3TU (ailisl;

8. Ilocnme okoH4aHUsi pabOTHI HAa TIOYTOBOM CEPBHCE IEpEN 3aKPhITHEM BKIAIKU C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymmuar — mpecieoBaHue COOOIICHUSMH, COACPIKAITUMHU  OCKOPOJICHUS,
arpeccuro, 3aryruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOWKOTHPOBAHME C MOMOILIBIO Pa3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pPLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60i. Jlyummii crioco0: mOCOBETOBAThCS Kak ceOst BECTH M, €CIIM HET

TOT0, K KOMy MOKHO OOpaTUTbCSA, TO BHayalle YCIOKOUTHCSA. Ecnu Thl HauHelIb

OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJICHHS, TO TOJBKO eIie OOJIbIIe pPa30oXiKellb

KOH(JIUKT;

VYnpasisii cBoei kubeppernyTanuei;

3. AHOHUMHOCTH B ceTH MHHMMAas. CyIIECTBYIOT CIOCOOBI BBISCHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyIUTAHCKHI 00pa3 BUPTyalbHOU ku3HU. IHTepHET puKCcUpyeT Bce

TBOU JICUCTBUSI M COXPAHSET UX. Y TAJIUTh UX OYyAET KpailHe 3aTpyIHUTEIBHO;

Cobmroait CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Wrnopupyidi enuHWYHBIM HeratuB. OIHOpa30BBIE OCKOPOUTEIBHBIC COOOMICHUS
myyiie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM cTaauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSMH, B COLIMATIBHBIX
CeTsIX €CTb BO3MOXKHOCTH OJIOKMPOBKH OTIPABKH COOOILIEHUN C OMpeaeeHHbIX
aJIpecoB;

8. Ecmm T1b1 cBumerens kubOepOymiauHra. TBou AelicTBHS: BBICTYNUTH MPOTHB
IpecienoBares, IO0Ka3aTh €My, YTO €ro JICWCTBUS OIICHWBAIOTCS HETAaTHBHO,
NOJIEP)KaTh KEPTBY, KOTOPOH HYXKHA IICUXOJIOTUYECKas TIOMOIIb, COOOIIUTH
B3pOCIIBIM O (haKTe arpeCCHBHOTO TIOBEACHUS B CETH.

N

o

Mobunvueiit meneghon

CoBpeMeHHble CcMapT(hOHBI W IIJIAHIIETHI COAEPKAaT B ce0e BIOJHE B3POCIBII
GyHKIIMOHA, W Temeph OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpaMHU.
OnHako, CpeaCTB 3alUThI IS TOAOOHBIX YCTPOMCTB MOKa OYeHbh Majio. TecTUpOBaHHE U MOUCK
yS3BUMOCTEM B HUX MPOMUCXOAWT HE Tak MHTEHCHUBHO, Kak ans IIK, To xe camoe kacaercs u
MOOMIIBHBIX MPUITOKECHHIM.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl y)Ke MPaKTUUECKH JOTHAIM HACTOJIBHBIE aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIeYeT 3a C000i OONBIIYI0 CIOXHOCTh W MEHBIIYIO
3AIUIIEHHOCTb.

Hanexo HC BCC MPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJ'ICHI/I$I, 3aKPBIBAIOIIUEC KPUTUUYCCKUEC
YA3BUMOCTHU [JI1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOMIIBHOTO TeJedoHa:

1. Hwudero He sBISIETCS TO-HACTOSIEMY OECIUIaTHBIM. Byabh ocTOpoXeH, Beoh Koria
Tebe mpeiaraloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHe-TO
TUTaTHBIC YCITYTH;

2. Jlymaii, npexze yem otrpaButh SMS, ¢oto unu Buzneo. Thl TOUHO 3HACIIb, TJI€ OHU

OyayT B KOHEUHOM HTOTE?

Heo6x011Mo 0OHOBIIATE ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Hcnonw3yit aHTUBUPYCHBIC TTPOTPAMMBI 711 MOOMIIBHBIX TeNIe(hOHOB;

w
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5. He 3arpyxaii npuioKeHust OT HEU3BECTHOT'O HCTOYHUKA, BEIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;

6. Ilocne Toro xaxk Thl BBIAACIIL C CaiiTa, I'/ie BBOAWI JHUHYIO WH(OPMAIHIO, 3alI1 B

HaCTPOMKHU Opay3epa u ynainu cookies;

[Teproaudecku nMpoBepsiii Kakue IIaTHbIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMEp MOOMIIBHOTO TejeOoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH ObITh BBIKJIIOYEH, KOTJa Thl UM HE ToJib3yenibes. He 3a0biBaii
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpeMeHHHe OHJIElﬁH-PII‘pLI — OTO KpaCOYHBIC, 3aXBaTbIBAIOIIMUC Pa3BJICUCHUS,
06’Le,Z[I/IH$II-OH_II/IC COTHHU TBICAY YCJIOBCK II0 BCEMY MHDY. HrpOKI/I HCCICAYIOT I[aHHBIﬁ HM MHD,
06HIaIOTC$I ApYyTr € APYroM, BBIIIOJIHAIOT 3adaHHusd, CpaKar0oTCA ¢ MOHCTpPaMU MU MOJY4YarOT OIIBIT.
3a YAOBOJIbCTBUEC OHH IUIATAT: HOKYIIAOT AWUCK, OINIAYMBAIOT a0OHEMEHT HIIH HpI/IO6peTaI-OT
KaKue-TO OIIIIMH.

Bce atm cpexcrBa HMIyT Ha INOAJAEpKAHUME W Pa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMbl aBTOPU3ALlMM, BBIITYCKAIOTCS HOBBIE MaT4U
(unpoBbIe 3aIUTATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX HUrpax CTOUT OIlacaTbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXKH
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OCHOBHBIE COBETHI M0 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu npyroii urpok Bezet cedst II0X0 WM CO3/1aeT Te0e HENPUSITHOCTH, 3a0JOKUPYI
€r0 B CIIMCKE UTPOKOB;

[Toxanyiicds aIMHHHCTpAaTopaM UIPbl Ha INIOXO€ IIOBEJIEHHE J3TOr0 HIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTD KAaKHE-TO TOKA3aTelNbCTBA B BUJIE CKPHHOB;

He ykaspiBail muunyto nHpopMaluio B mpodaiine urpsl;

VYBaxaill Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHble TATYH U MO/IBI,

Hcnonb3yi CII0KHBIE U pa3HbIE N1apOJIH;

Jlaxxe BO BpeMsi UIpbl HE CTOMUT OTKJIIOYaTh aHTUBHpYC. Iloka TeI Wrpaemsb, TBON
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nookw

Duwiune unu Kpaosica TU4Hblx OQHHbIX

OObI4HOM Kpameﬁ ACHCT U AJOKYMCHTOB CCTOOHA YK€ HHUKOI'O HE yI[I/IBI/IfI_HL, HO C
pasBUTHEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKHW  TIEPEMECTUIIUCE B  HUHTCPHET, U
MpoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UIIMHT, TJ1aBHAs I1eTb
KOTOPOTO COCTOMT B TIOJYYECHUH KOH(HUICHIMATBHBIX JaHHBIX TIOJB30BATENIC — JIOTMHOB H
naposieil. Ha anrauiickom si3bike phishing unraercst kak ¢umunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 110 O0pHOE C PUIIMHTOM:

1. Cnemn 3a cBouM akkayHTOM. Ecim Thl MOmO3peBaciib, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIIMTH aJIMHHHUCTPATOpPam
pecypca 00 3TOM Kak MOKHO CKOpee;
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2. Hcnonp3yii 6e30macHble BeO-CalThl, B TOM YHUCIIE, HHTEPHET-Mara3uHoOB 1 MOMCKOBBIX
CHCTEM;

3. Hcnonw3yit cioxkHbIE U pa3Hble maponu. Takum o0Opa3oM, eciau Tedsl B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH 110JIy4aT JAOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B371OMaIM, TO HEOOXOAMMO IpPEIyNpeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBbIE OOaBJIEHBI y T€OS B APY3bsX, O TOM, YTO T€OsI B3IIOMAIH M, BO3MOXHO, OT

TBOETO0 UMEHM OYZET PacchlIaThCsl CIIaM U CChUIKM Ha (PUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapoib (PIN) Ha MoOMIbHBIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpsiBail (hailnbl U Apyrue BIOXKEHUS B MUChMax AaXKE €CJIM OHU MPHUILIA OT
TBOMX Jpy3el. Jlyullie yTouHH y HUX, OTIIPABIISIN JIM OHU TeOe 3TH (ailiibl.

oo

Lughposas penymayus

[Mudposas penyranus - 3TO HEraTUBHAs WIM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Komnpomerupytomass uHpopMaiusi pa3MelleHHas B MHTEPHETE MOXET CEpbE3HBIM 00pa3oM
OTpa3uTbcs Ha TBOeH peanbHOH xu3HU. «L{udposas penyranus» - 3TO TBOW UMUK, KOTOPBIHA
dopmupyercs u3 nHpopmamu o Tede B MHTEPHETE.

TBoe MecTo uTeNbCTBA, yueObl, TBOE (PHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapaKkTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue MNOAPOCTKHU JICTKOMBICJICHHO OTHOCATCA K HY6J'II/IKaI_[I/II/I JIMYHOM I/IH(I)OpMaI_[I/II/I B
HHTepHeTe, HE ITOHHMAas BO3MOXKHBIX ITOCHEACTBHI. ThI Jake HE CMOXKEIIb J0ragaThCcs O TOM,
qTo (I)OTOI‘pa(l)I/ISI, pa3MCIICHHAad 5 et Ha3all, ¢Tajla HpI/I‘II/IHOﬁ OTKa3a IMPpUHATb TeOs Ha pa60Ty.

KommenTapuu, pasmemieHue TBoMX ¢ororpaduil u apyrue JeicTBHS MOTYT He
HCYE3HYTh JaXe IIOCJII€ TOro, KaK Thl MX yJdalduilb. [bl HE 3Haellb, KTO COXPaHWI 3Ty
UH(pOpMalIKIO, MoMaia U OHA B NMOMCKOBBIE CUCTEMbI M COXPAHWIIACh JIM OHA, a IJIABHOE: UTO
NOyMaloT 0 TeOe OKpyXarollee JII0/U, KOTOpble HaWAyT U yBUAAT 3To. Halitu nndopmanumio
MHOIO JIET CIYCTS CMOXeT J00H — Kak U3 J0OphIX MOOYXKIEHHH, Tak U C HaMepeHHeM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON permyTaluu:

1. Tlomymaii, mpexae 4eMm 4TO-TO MyOJNMKOBAaTh W TepeaaBaTh y cebs B Oiore Wiu B
COITMAJILHOM CETH;

2. B Hactpoiikax mpo¢uisi yCTAaHOBU OTPAaHUYEHUS HA IPOCMOTP TBOETO MPODUIIS U €ro
COAEPKUMOTO, CAETal €ro TOJBKO IS IPY3ei»;

3. He pa3memaii 1 He yKa3biBaii HHPOPMAIUIO, KOTOpas MOXKET KOTO-THO0 OCKOPOIISITH
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbBIE IIKOJbHUKH— aKTHBHBIC TIOJIB30BATENH IU(PPOBOTO MPOCTPAHCTBA.
OpnHako JaneKko He BCE 3HAIOT, YTO MOJh30BaHUE MHOTMMH BO3MOXHOCTSMHU HH(PPOBOTO MHUpa
TpedyeT coOI0IeHNsI PaB Ha MHTEIJIEKTYaAIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIUICKTyaldbHAst COOCTBEHHOCTBY» OTHOCHTCS K Pa3jIMYHBIM TBOPEHUSIM
YeIIOBEYEeCKOro yMa, HauWHasi C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOMYKTHI M YCIYT'H , W 3aKaH4YuBas KHUTaMu, (ororpadusmu, KHHODUIBMAMH U
MY3BIKAJIbHBIMU IPOU3BEIACHHSIMH.
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ABTOpCKHE MpaBa — 3TO MpaBa HAa MHTEJUIEKTYAIIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JIMTEPATypbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE FapaHTUU TOTO, YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUN TPyA aBTOpa He OyneT HampacHBIM, JAAcT €My CIIpaBeIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro TPyZAa, NOJYYHTh U3BECTHOCTh U NMPHU3HAHHE.
HuxkTo 6e3 paspelienus aBTopa He MOXKET BOCIIPOU3BOIUTH €TI0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JI€MOHCTPUPOBATh, IPOAABAaTb, HMMIOPTUPOBATh, IYCKAaTh B IpOKaT, MyOIMYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONHATH B Adupe Wwin pa3Meniath B UnTepHere.

Vcnionb30BaHue «IIUPATCKOr0» MPOrpaMMHOr0 00eCeYeHUsI MOXKET IPUBECTH K MHOTUM
pHCKaM: OT TMOTEPH IAaHHBIX K TBOMM aKKayHTaM J10 OJOKHPOBKH TBOETO YCTPOWCTBA, I/IE
YCTAQHOBJICHHBII He JierajabHas mnporpamma. He crour Takke 3a0bIBaTh, 4YTO CYIIECTBYET
JerajibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O nopmane

CereBn4oK.p) — TBOH TJIABHBI COBETYMK B CETH. 3/I€Ch ThI MOXEIIb Yy3HATh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a NMPU BO3HHUKHOBEHHHM KPUTHUYECKOM
CUTyallMd OOpaTUTHCA 3a COBETOM. A Tak)Ke MPHUHATH y4acTHE€ B KOHKYpcax M CTaThb CaMbIM
U(POBBIM TpakIaHUHOM !
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